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PEITEH3UJA
HA JOKTOPCKATA JVICEPTAIINJA 11O HACJIOB ,,JIONOBPYBAILE HA
BE3BEJHOCTA HA I0OT KOMYHUKAIINJATA CO AHAJIM3A HA MPEXKHI
CKPMEHU KAHAJIN“ UBPABOTEHA OI M-P AJIEKCAHJIAP BEJINHOB,
IIPMIJABEHA HA ®AKVYIJITET 3A MTHO®OPMATHUKA ITPU
YHUBEP3UTET ,,JOLIE DETYEB“ BO HITUII

Co Optyka 6poj 0206-504/3 ox 23.8.2021 roguHa foHeceHa Ha 62. cefHMIIA (€/IeKTPOHCKA)
Ha HacraBHO-HayyHNOT COBeT Ha JOKTOpPCKM cryguy Ha Kammyc 2 (6MOTeXHMYKM HayKuy,
TEXHUYKO-TEXHOJIOMIKM ¥ IPUPOJHO-MaTeMaTUYKy HayKu) pyu YHuBep3uter ,,l'oue Jemyen”
Bo llItum, oxpxana Ha 23.8.2021 roguna, popmupana e Kommcuja 3a ornenka u ogbpaHa Ha
ITOKTOpPCKaTa AMcepTalyja 1oj HacnoB ,, IlonobpyBame Ha 6e36emHOCTa Ha loT KOMyHMKalujaTa
CO aHa/M3a Ha MPEXHM CKPUEHU KaHaIM  INpKjaBeHa M M3pabOTeHa Off KaHAUATOT M-p
ArnekcaHpap BennHoB, BO cocTaB:
— upod. a-p 3opaH 3apases, IIpeTcenarer,
— mnpod. a-p Anekcangpa MueBa, MHTepeH MEHTOD, WIEH,
— 1podd. x-p Becna [lumMurpoBa, eKCTepeH MEHTOP, Y/IEH,
— mnpod. a-p IIBera MapTunnoBcka-banpe, yien n
— mnpod. a-p Murko bormanocku, ureH.

Komucujata Bo HaBe[leHOT COCTaB, 110 NperieyBabeTo Ha JOKTOPCKAaTa iucepTanyja, ro
MO HECYBa CTIETHIOB

M3BEINITA]J]

Ananmusa Ha TPygoOT

IlokropckaTta pucepranyja co HacnoB ,llomobpyBame Ha 6esbemHocra Ha IoT
KOMYHUKaIyjaTa CO aHaIM3a Ha MPEXKHU CKpPMEHV KaHaIM IIpMjaBeHa M U3paboTeHa Of
M-p Anexkcanpap BemuHoB, acucTeHT-fokTOopaHi Ha QPakynreror 3a MHQOpMATHKA IpU
Yuusepsureror ,,[one emues” Bo lltun e nanumana Ha 148 crpanniu, Ha A4 dopmar, co
BKYIHO 42 cnuku, 11 Tabenu u 2 mpuora.

Hucepranmjata ™M omdaka caegHuTe morNaBja: Bosesm, MpeXXHU CKpUeHN KaHAIM U
HyBHY 1iemy, VnTepHer Ha HemrtaTa (IoT) u mporokomu kaj IoT, Ckpuenn xananmn kaj CoAP
nporokosnoT, Ckpuenn Kanamy Kaj mporokornor MQTT sepsuja 3.1.1, CkpueHu KaHalu Kaj
nporokonoT MQTT sep3uja 5.0 u 3axmydox.

Bo BOBefOT majieHN ce KpaTKa aHaaM3a Ha IOCTOEYKNUTE TPYHOBM Off 0OlacTa M KpaTKu
objacHyBama Ha OCHOBHITE IIOMIMM KaKO: MPeXXHO KpHeme Ha NHPOPMALUU U CKPMEHY KaHaJIN
CO HUBHA IpMUMeHa. Bo 0BOj fen ce NpeseHTMpaHM IieJIUTe€ Ha MCTPa)KyBambeTo, ITITaBHUTE
IpuoOMBKM, KAKO ¥ KPATKMOT IIPErIef; Ha COAPIKIHATA.

BropoTo mornasje gaBa Iperjief Ha OCHOBHNUTE BUJIOBM Ha MPEXKHM CKPMEHN KaHAIMW,
KaKO I Ha II0CTOeYKaTa TAKCOHOMMja Ha IlleMM 3a MPeXXHM CKpUeHM KaHaJIi CO KOM MCTUTE ce
kracuduuupaar. OBJie e IOTEHIMPAH 1 IPBUOT IPUAOHEC Ha JOKTOPCKATa AycepTalija — HOBa
norurema PT.15 — Artificial Retransmissions.

Tperoro mnornasje e nmocBereHo Ha VHrepHer Ha HemTata (IoT), co objacHyBame Ha
HOVMOT, CK/Ia/I0T CO IPOTOKO/IM U 3-C/I0jHAaTa apXUTEKTypa IITO Ce KOPUCTAT.

CreHUTe TpU IOI/IaBja Ce HajBAXKHUOT Jie/T Off JOKTOPCKATa AMcepTaluja, Ouejku Bo HUB
ce IIpe3eHTHpPaHy [TTABHNUTE UCTPAXYBAUKM pe3ynTaTtu. YeTBproTo nmornasje ro onuurysa CoAP
IPOTOKOJIOT 1 I'M IIPETCTaByBa HOBUTE LIECT CKIAAMPAYKM U IBa BpEMEHCKU CKPMEH! KaHaju,
KAaKO M IIpeflIOKeHNUTe IPOTMBMepPKU. OMOMHUTENHO, IPeTCTaBeHa € eKCIepUMEeHTATHa
eBajlyaliija Ha efieH ofi CKpueHuTe KaHanu kaj CoAP.

ITerroto mornasje ro onumysa MQTT nporokonor Bepsuja 3.1.1 u ro mpercraByBa
OCHOBHMOT CHUCTEMCKU MOJeN 3a CKpUeHa KoMyHuKanuja. IIpercraBeHy ce HOBUTE IIECT
OMPeKTHN M CeflyM MHIVPEKTHU CKpUEeHM KaHalM, KaTeropusMpaHM CIIOpel IIeMHUTe 3a
MPEXXHI CKPMEH) KaHaIM, KaKO U IPeIJIO’KeHUTe IIPOTUBMEpPKU. JJOIIOTHNUTEIHO M3BpIIeHA
e MMIIIEMEeHTalMja 1 eKCIIepMMeHTa/lHa eBajlyaljija Ha eljeH OJ MHIMPEKTHUTE KaHaIM CO
MepKIUTe: IIPOIIyCeH OIICeT, HEOTKPMBarbe U POOYCTHOCT.
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Bo mecroro mornasje e mameH Kparok ommc Ha MQTT mporoxonor sepsmja 5.0, u
IIpeTCTaBEHN C€ HOBUTE 18 AVPEKTHN 1 5 VHIVNPEKTHN CKPpUEHUM KaHalM, CO COOJBETHO
IIpeJI0KE€HN IPOTUBMEPKU. [JOIIOTHNTETHO M3BPILIEHA € MMITTIEMEHTalja ¥ eKCIIepMMeHTa/THa
eBa/yalllja Ha e[ileH Of MHAVPEKTHUTE KaHalIM CO MEpPKUTE: IPOIIyCeH OIICeT, HEOTKpUBambhe I
po6yCTHOCT.

CemMOTO mOI/IaBje I'M CyOnmMMMpa CuUTe IIOCTUTHATM Pe3yATaT CO OBaa HTOKTOPCKA
AucepTaIyja u M3BeAyBa jaCHU, TPEIM3HN Y IIPaB/IHY 3aKTy4oln. JIONONMHUTENHO, IOTTIaBjeTo
laBa HACOKM 32 MITHMU MCTPa)KyBamba.

JlonoMHNTETHO, JOKTOPCKATa AVCepTaliyja CORPKY pe3uMe Ha MaKeJOHCKY I Ha aHTIMCKI
jasuK, Jes 3a KOPUCTeHa JIUTepaTypa co BKYIHO 97 pedepeHL 3a HAyYHU U3BOPU CO CIIMYHA
npobreMaTiKa ¥ /iBa IPUIOTa CO KOJAOT Off MMIIEMEHTAIMjaTa Ha eleH CKPYMeH KaHa/l Kaj
nporokonotr MQTT.

IIpepmeT Ha OKTOpCKaTa AUCepTaLja

IIpenmer Ha [oOKTOpCKaTa pucepranuja ,IlogobpyBame Ha 6e3begHocta Ha IoT
KOMYHUKAI[VjaTa CO aHa/M3a Ha MPEXXH) CKpUEHM KaHaIyM Ha KaHAUAATOT M-p AJIeKCaHfap
BenuHOB ce Tpy Mpe>XHU IPOTOKO/MM KOM JieHeC MHTEH3MBHO Ce KOPMCTAT 3a KOMYHMKaluja
Kaj VurepHer Ha HemTaTa (IoT), 1 Toa: CoAP, MQTT v3.1.1 1 MQTT v5.0. I[Ipuroa e nageHa
ceornaTHa aHa/MM3a Ha HOBY MPEXHM CKPMEHM KaHa/Iy Kaj HUB, KOja BKIy4yBa OTKpUBambe Ha
MpPEeXH) CKpMEHM KaHa/lyi, HUBHA KaTeropusalnja, Kako U eKCIIepMMeHTaTHa eBalTyaluja Ha
men op HuB. VicraTa 0BO3MOXYyBa nopgobpyBame Ha OesbenHocTa Ha loT ypennre n HUBHaTa
KOMYHMKaIVja, OuiejKy BK/TydyBa 1 IPeJIoT Ha IPOTUBMEPKI CO AKTVIBHM Y TACUBHY YyBapu I
CaHUTM3AlMja Ha BJIe3, Ce CO IieI IeTeKTUpambe, IMMUTIPAbe V/ VI CIIpedyBambe Ha CKPUEHNTe
KaHaJII.

Temara e o UCKITy4NTETHO HayYHA U AIUIMKATMBHA BXHOCT, MOIEPHA I OCTA AKTyeJIHa,
1oce6HO aKo ce 3eMe IpeABNJ] IIOCTOjaHOTO 3ro/eMyBame Ha Opojor Ha loT ypemu, xoj ce
npeaBuayBa geka go 2025 ropuHa Ke 6uge 75 MWIMjapAyu, Kako M IIOCTOjaHOTO 3arpo3yBarbe
Ha HUBHATa 06e30eHOCT M M3BPIIEHNTEe HAMafM Off CTPaHa Ha PasHU MOeIUHIM U XaKepCKU
rpymu. ITocmenHnTe M3BewITay Ha aHTUBMPYCHMTE KOMIIAHMM ITOKa)KyBaaT TeHAEHIMja Ha
3ro/leMyBaibe Ha KOPUCTEHhETO Ha TeXHVUKUTE 33 Kpueme Ha MHGOpMAlNM M CKPUEeHN KaHajIN
Kaj HOBMOT 3/I0HaMepeH KOJI, T0ceOHO BO KOMYHMKaIMjaTa CoO HETOBMUTE TBOPILM ¥ BO HETOBOTO
Hmypee.

ITenn n HUBHA pa3paboTka

IJennte Ha UCTpaXKyBame BO OBaa JOKTOPCKa JycepTalyja ce:

o OrTKpuBame Ha HOBYM MPEeXHU CKpyeHN KaHamu Kaj mporokommre: CoAP, MQTT Bepsuja
3.1.1 m» MQTT Bep3nja 5.0;

o JIMmiemeHTanMja M eKCIIepMMEHTA/IHA eBalyallyja Ha HEKOU Off IIPEeJIOKEHUTE CKPYEHN
KaHa/IM 3a Jia ce MOTBPAY HUBHATA U3BOJINBOCT;

o VcnutyBare Ha IPOIYCHUOT OIICET KOj ce 06e36efiyBa cO fajieH UMIUIEMEHTUPAH CKpUeH
KaHam

o JlcnuryBame Ha HEOTKPUBAIETO Ha aJleH CKpUeH KaHar;

o VcnuryBame Ha poOycHOCTA U ia Ce BUAM KAaKO Taa BIMjae Ha TOJIKYBameTO Ha IOPAKUTe
Ha IIpYeMHaTa CTPaHa;

o IIpepnor Ha MpOTMBMEPKM 32 HOBUTE CKPUEHV KaHA/IN.
OB1te LeM BO LEJIOCT Ce Pean3upaHyl CO U3BPIIEHNU eKCIIEPUMEHTH, COO[JBETHO JOOEeHN

U MHTepIIpeTUPAHU Pe3y/ITaTU U U3Be[leHN IIPAaBWIHU 3aKTyIOLI.

Hayuen npupgonec

OpurnHaTHNOT HAYYHMOT IPUIOHEC HA JOKTOPCKATa YiCepTallija ce COCTOM BO M3BPLIEHA
6e3benHocHa ananmm3a Ha Tpu loT mpoTokom: CoAP, MQTT v3.1.1 m MQTT v5.0, koja BKIydyBa
IPBIIAT UCIIUTYBak€ HA HMBHATA IIOJIOKHOCT 3a KpEMPAHe Ha MPEXXHY CKPMEHM KaHa/Ii, KaKo
U TIpefiTaTar-e Ha COOJIBETHN TPOTUBMepKN. [loOMeHNnTe pe3synTaTu yKaKyBaaT Ha (paKTOT KOJIKY
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eHOCTaBHO MO>Xe fia ce 3noynorpedar IoT mpoTokonnTe M HUBHUTE COONBETHU OHJIAjH Beb
CEePBUCH 1 JISTUTUMHIOT MpPeXXeH coo0paKaj 3a BMeTHyBambe Ha CKpPMEHM IOpaK, HO, Off ipyra
CTpaHa, UCTUTE TVe CKPUEHN KaHalIM MOXKe [ja Ce MCKOPUCTAT 3a pas/MyHy JOOpY IpUMEHMU,
KaKo IOJoOpyBame Ha KBA/IUTETOT Ha CEPBUC, 3a00MKOTyBale Ha IleH3ypupama, OesbeneH
MeHAIIMEHT Ha Mpe)KHaTa KOMyHMKallMja UTH.

JlokTopckara Aucepranyja u3paboTeHa IIOJ MEHTOPCTBO Ha mpod. A-p Aekcanppa
Munesa, penoseH mpodecop Ha PakynareToT 3a MHPOpPMATMKA IPU YHUBEP3UTETOT ,lole
Hemues® Bo lllTur, kako nHTepeH MeHTOp 1 pod. 1-p BecHa lumntpoBa, pefoBeH npodecop Ha
daxynrer 3a MHGOPMATUYKM HAYKV U KOMITjYTEPCKO MH)XXEHEPCTBO, YHMBep3uTer ,CB. Kupnn
u Metonuj“ Bo Ckollje, KaKO €KCTepeH MEHTOP € YCIeIIHO 3aBplleHa. TpyfoT e opurnHaaeH
U jaCHO HAIMIIAH, a LIeIOKYIIHATa COAPKMHA 3aeHO CO JOOVMEeHNTe pe3y/ITaTy Y U3BefleHNTe
3aKJIY4OLM € jaCHO M KOHIIM3HO IIpe3eHTUpPaHa. JJOKTOPCKMOT TPyJ, MMa KaKO Hay4HO, TaKa 1
aIUIMKATMBHO 3HaYewe, OMejKy IMpeIoXKeHNTe IIPOTUBMEPKI MOXe [ja Ce MMIUIeMeHTHpaaT
BO MTHVMHA BO aKTVIBHM J TACUBHY 9yBapH, KAaKO cocTaBeH e Ha nocroeukure MQTT 6poxepu
VIV Ha HEKOj MPEXKEeH ypeJl CMeCTeH Ha MCTaTa MpeXka KaJie ce Haora 11 caMuoT 6pokep.
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3AK/JIYYOK U ITPE[IJIOT

KommucujaTa 3a oleHka 1 ofbpaHa HeTalHO ja pasriefia ZOKTOpCKAaTa AMCepTaluja co
HacnoB ,Ilomo6pyBame Ha OesbegHocTa Ha IoT KOMyHMKauMjaTa CO aHaAM3a HA MpPEXHM
CKpUMeHN KaHa/~ Ha KaHAUAATOT M-p Anekcanjap Bennnos, acucrent-gokropany Ha Qakyrer
3a nHpopMaTuKa npu YHuBepsutet ,,loue Jemue“ Bo Illtum u foHece 3aK/Iy4oK AeKa McTaTa
IIPeTCTaByBa OPUTMHAJIEH, CAMOCTOEH, IPEI3HO eMHMPaH, jaACHO 0pOpPMeH Hay4eH TPy, cO
CUCTEMATCKM pa3paboTeHa MpobreMaTKa 1 OpUTMHAIHY HayYHU UCTPaXKyBarba U Pe3yaTaTH.
JlokTopckata fucepranyja Bp3 OCHOBAa Ha COAPXKMHATA, 00€MOT M IOCTUTHATOTO HVUBO Ha
KB/INTET HA Hay4YHa paboTa I'M 3aJ0BOTyBa U UCIIOJIHYBa YC/IOBUTE MOTPeOHM 3a M3pabOTKa Ha
TOKTOPCKA AycepTanyja.

[TorBppaa 3a HayyHaTa TeXXVHA Ha TeMara ce ¥ 0OjaBeHNTe OPUTMHATHY HAyYHU TPYLOBU
Off AyICepTaljaTa BO peHOMIPAHM MeI'YHAPOIHM HAyYHY CIIMCAaHNja 1 KOHpepeHI N, Mery KOu
ZBa ce Bo cimcanyja co gaxrop Ha Biaujanue (IEEE Access (IF=3.367 3a 2020, Q2) u Computers
& Security (IF=4.438 3a 2020, Q1)).

Bps ocHoBa Ha mpeTxofgHO M3HeceHOTO, KomucmjaTa MMa 4YecT fa My INpeiIoXM Ha
HacraBHO-HayYHMOT COBeT Ha JOKTOPCKY cTyguyu Ha Kammyc 2 ga ja npudgartu mo3nrusHara
pelieH3Hja Ha JOKTOPCKATa fucepTanyja co Hacnos ,,Ilogo6pyBame Ha 6e36egHocTa Ha IoT
KOMYHMKAaIIMjaTa co aHa/IN3a Ha MPe>KHM CKpMEHU KaHa/IM~ Ha KaHJUAATOT M-p AJTeKCaHAAp
BemnHoB 1 ga ono6pu jaBHa ogOpaHa Ha NCTATa.

PEINEH3EHTCKA KOMIMCHJA

I-p 3opan 3ppaBes, mpeTcenarern,

penoseH npodecop Ha Paxynrer 3a nHGOPMATHK],
Yuusepsnurer ,,['one emrues” — Iltum, c.p.

I-p Anekcangpa MuieBa, MHTepeH MEHTOP,

4IeH, pefoBeH npodecop Ha Paxynter 3a nHGOpMATHK],
Yuusepsurer ,,l'one lemdes® - Iltum, c.p.

II-p Becna [IuMuTpOBa, EKCTEPEH MEHTOP, YJIEH,

pemoseH mpodecop Ha Pakynrer 3a MHPOPMATUIKI

HayKI U KOMIjyTepcko nmxeHepcTso, YKVIM - Ckomje, c.p.
II-p IIBeta MapTunoBcka-banpe, 4ieH,

penoseH npodecop Ha Paxynrer 3a MHGOPMATHK],
Yuusepanurer ,,['one Jemues” - ltu, c.p.

II-p Mutko borganocku, dseH,

penoBeH mpodecop Ha

Boena axkagemunja ,,I'enepan Muxajno Anocroncku» - Ckorje, C.p.
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IIPETIE]
Ha HAaCTOBY HAa TeMU 3a M3PabOTKa Ha MarNCTePCKU M CHeNMjaTuCTUYKN TPYAOBI
0100peHN O HACTABHO-HAYYHMOT COBET Ha eAMHIIATA

Hacnos Ha Tema Opnyka MenTop CrypeHT
3EMJOJEJICKI 1. Vicnurysame Ha 1302-134/4 op, IIpod. g-p IIBeranka
PAKYIITET npucycTBoro Ha  |10.9.2021 1 Emunuja Apcos KynykoBcka

BUPYCOT Ha IIapKa
Kaj cnuBara Plum
pox potyvirus

€O HajHOBA
TEXHOJIOTHja Ha
MOJIEKy/TapHa
IujarHocTyka Real
time PCR




